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# Demonstrates how to modify the username and password for a relational catalog service
# For Http calls

import urllib, urllib2, ssl, json

# For system tools

import sys

# For reading passwords without echoing

import getpass

# Defines the entry point into the script

def main (argv=None) :
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# Print some info

print

print "This tool is a sample script that resets the username and password for a
relational catalog service."

print

# Ask for Portal Item URL

portalltemUrl = raw input ("Enter the item URL for the Relational Database
Connection. \nFor example http://myportal.esri.com/portal/home/
item.html?id=e34£f10£f0563c4f12ad799c0c2726c948: ")

# Ask for admin/publisher user name and password

username = raw_input ("Enter Portal for ArcGIS user name: ")

password = getpass.getpass ("Enter Portal for ArcGIS password: ")

# Ask for the new database credentials

dbUsername = raw_input ("Enter the database username: ")

dbPassword = raw_input ("Enter the database password: ")

# Added the following line to disable certificate verification

ssl. create default https context = ssl. create unverified context

# Parse the Portal item URL
portalUrl = portalltemUrl.split(r'/home') [0] if "https" in portalltemUrl else
portalltemUrl.split (r'/home') [0].replace ("http", "https")

itemId = portalltemUrl.split(r'id=") [-1]

# Get a token

token = getToken (portalUrl, username, password)

if token == "":
print "Could not generate a token with the username and password provided."
return

# Connect to item to get service url.

# Portal Item URL is typically in the format https://portal.domain.com/sharing/rest/
content/users/<username>/items/<item id>

itemUrl = portalUrl + r'/sharing/rest/content/users/' + username + '/items/' +
itemId + '?'

try:
# This request only needs the token and the response formatting parameter
params = urllib.urlencode ({'token': token, 'f': 'json'})
req = urllib2.Request (itemUrl, params)
# Read response
response = urllib2.urlopen (req)

if (response.getcode() != 200):
print "Could not read item information."
return

else:

data = response.read()
# Check that data returned is not an error object
if not assertJsonSuccess (data) :

return

# Deserialize response into Python object

jsonoutput = json.loads (data)

# Locate the Portal item's service Url.

serviceUrl = jsonoutput["item"] ["privateUrl"]
except:

print "Failed to read Portal item."
# Connect to service's Admin endpoint to get its current JSON definition
# The service's edit operation is accessed at https://server.domain.com/arcgis/
admin/<service name>.RelationalCatalogServer/edit

serviceUrl = '.'.join(serviceUrl.rsplit (x"/", 1)) .replace("rest","admin")
# This request only needs the token and the response formatting parameter
serviceParams = urllib.urlencode ({'token': token, 'f': 'Json'})

serviceRequest = urllib2.Request (serviceUrl, serviceParams)
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# Read response
serviceResponse = urllib2.urlopen (serviceRequest)

if (serviceResponse.getcode () != 200):
print "Could not read service information."
return

else:
serviceData = serviceResponse.read/()

# Check that data returned is not an error object
if not assertJsonSuccess (serviceData) :

print "Error when reading service information. " + str(serviceData)
else:

print "Service information read successfully. Now changing properties...

# Deserialize response into Python object
dataObj = Jjson.loads (serviceData)
# Edit desired properties of the service
connectionProperties =
dataObj ["jsonProperties"] ["connectionProperties"] ["userDefinedProperties"]

for item in connectionProperties:
# verify the property name as it may be specific to the database type
if item["name"] == "username":
item["value"] = dbUsername
# verify the property name as it may be specific to the database type
if item["name"] == "password":
item["value"] = dbPassword

# Serialize back into JSON

updatedSvcdson = Jjson.dumps (dataObj)

# Call the edit operation on the service. Pass in modified JSON.

editSvecUrl = serviceUrl + "/edit"

params = urllib.urlencode ({'token': token, 'f': 'json', 'service':
updatedSvcdson})

req = urllib2.Request (editSvcUrl, params)

# Read service edit response
editResponse = urllib2.urlopen (req)

if (editResponse.getcode() != 200):
print "Error while executing edit."
return

else:

editData = editResponse.read()

# Check that data returned is not an error object
if not assertJsonSuccess (editData) :
print "Error returned while editing service" + str(editData)
else:
print "Service edited successfully."
return
# A function to generate a token given username, password and the portalURL.
def getToken (portalUrl, username, password) :
# Token URL is typically https://portal.domain.com/sharing/generateToken
tokenUrl = portalUrl + '/sharing/rest/generateToken'

try:

values = {'username' : username,
'password' : password,
'client' : 'referer',
lipl : ll,
'referer': portalUrl,
'expiration' : 60,
'f' : '"json'}
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data = urllib.urlencode (values)
req = urllib2.Request (tokenUrl, data)

# Connect to portal to request a token.
response = urllib2.urlopen (req)

# Read response

if (response.getcode() != 200):
print "Error generating token."
return

else:

data = response.read()

# Check that data returned is not an error object
if not assertJsonSuccess (data) :
return

# Deserialize response into Python object

jsonoutput = json.loads (data)

token = jsonoutput["token"]

del tokenUrl

del values

del response

del req

del data

return token

except:

print "Failed to generate ArcGIS token."
# A function that checks that the input JSON object
# 1s not an error object.

def assertJsonSuccess (data) :
obj = json.loads (data)

if 'status' in obj and obj['status'] == "error":
print "Error: JSON object returns an error. " + str(obj)
return False

else:

return True

# Script start
if name == " main ":
sys.exit (main(sys.argv[l:]))
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1426 2 153. 712 OfAEFLE 2 Rock'n Veg Il
1454 3 168.952 & HEI= 3 Rock'n Veg The
Third
oz xelE clolEiAe mA Zaflol M R8I 2 Hets| SAUsHH LIERLICH M Z AL Al A 2ol Eol7| ol 9% £
WAL 2A 762 ALESH0] F Hio| 2 7te| ZHAIE Mot ChZ null gL0| EAI=[X| &F2 2t AIEE Mo = AsH
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QEZES I StorelLocations H| 0|E{Alofl = 81 = StoreID 70I i &t 2l 2 =7} 21 Z(StoreTransactions)oll Z&H=[0f UACHH 2%
Zeolel Az QEZ Null el ZE7F Z&HE U
OrderiD StorelD TotalAmount PaymentMethod  StorelD StoreName
1204 1 91.48%4 OtAHIFE 1 Rock'n Veg
Signature
1295 1 103.86 =2 HI X7 t= 1 Rock'n Veg
Signature
1316 3 97.812% AEItE 3 Rock'n Veg The
Third
1406 2 103.24 =2 HIXFt= 2 Rock'n Veg Il
1421 2 44,952 OfAEFIE 2 Rock'n Veg
1426 2 153.7122 OtAEFLE 2 Rock'n Veg
1454 3 168.95= 2 A= 7t 3 Rock'n Veg The
Third
1502 7 112.652H =y
LEXZ A 7Y
LEZ A Y (REZ AR xQ)E AMEct= 4, FE HOIHME HA MEIGHCI2 2E X Hlo|HM & MEfSI0] 7 X|5tH
= A 2= ZE Ho[E{Alo] 2HA MM Fo| LEZ| XSS off oF & Ch AtMISH L E2 2HA MM S EO5HMR
2 2% o o| E{ Al (StoreLocations)2| &l 2 =2t Y x|st= 2| ZET} 2l % O| 0| E{ Al (StoreTransactions)2| & x| 2l Z =2} & FX|

U ch 250 Lx| A Z=7t 12 Null £40] 2 %ol ZatE '—IEL

OrderlD StorelD TotalAmount PaymentMethod  StorelD StoreName
1204 1 91.48% OtAHIFE 1 Rock'n Veg
Signature
1295 1 103.86 = 2 H| A= 1 Rock'n Veg
Signature
1316 3 97.812% AEItE 3 Rock'n Veg The
Third
1406 2 103.24 = H| X} H= 2 Rock'n Veg lI
1421 2 44 955 OtAHFE 2 Rock'n Veg lI
1426 2 153. 7122 OtAEFHE 2 Rock'n Veg lI
1454 3 168.955H 2 AEItE 3 Rock'n Veg The
Third
5 Rock'n Veg Valley
6 Rock'n Veg Town
Square
4 Rock'n Veg

Village Green

lE HolEA ez do et oftd XEo = Null 2ol Z&=X| phaU
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