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Demonstrates how to modify the username and password for a relational catalog service #
# For Http calls
import urllib, urllib2, ssl, json
# For system tools
import sys
# For reading passwords without echoing
import getpass
# Defines the entry point into the script
def main (argv=None) :
# Print some info
print
print "This tool is a sample script that resets the username and password for a
relational catalog service."
print
# Ask for Portal Item URL
portalItemUrl = raw input ("Enter the item URL for the Relational Database
Connection. \nFor example http://myportal.esri.com/portal/home/
item.html?id=e34£f10£0563c4£12ad799c0c2726c948: ")
# Ask for admin/publisher user name and password
username = raw input ("Enter Portal for ArcGIS user name: ")
password = getpass.getpass ("Enter Portal for ArcGIS password: ")
# Ask for the new database credentials
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portalUrl =

print "Could

# Portal Item URL

itemUrl = po

# This

# Con
# The servic

servic
# This
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dbUsername = raw_ input ("Enter the database username: ")
dbPassword = raw_input ("Enter the database password: ")

# Added the following line to disable certificate verification
ssl. create default https context = ssl. create unverified context

# Parse the Portal item URL

portalltemUrl.split (r'/home') [0] if "https" in portalltemUrl else
portalltemUrl.split (r'/home') [0].replace ("http", "https")

itemId = portalltemUrl.split(r'id=") [-1]

# Get a token

token = getToken (portalUrl, username, password)

if token == "":

not generate a token with the username and password provided."

return

# Connect to item to get service url.
is typically in the format https://portal.domain.com/sharing/rest/
content/users/<username>/items/<item id>

rtalUrl + r'/sharing/rest/content/users/' + username + '/items/' +
itemId + '?'

try:
request only needs the token and the response formatting parameter
params = urllib.urlencode ({'token': token, 'f': 'json'})

req = urllib2.Request (itemUrl, params)
# Read response
response = urllib2.urlopen (req)

if (response.getcode() != 200):

print "Could not read item information."
return

else:

data = response.read()

# Check that data returned is not an error object
if not assertJsonSuccess (data) :

return

# Deserialize response into Python object

Jjsonoutput = json.loads (data)

# Locate the Portal item's service Url.
serviceUrl = jsonoutput["item"] ["privateUrl"]
except:

print "Failed to read Portal item."

nect to service's Admin endpoint to get its current JSON definition
e's edit operation is accessed at https://server.domain.com/arcgis/
admin/<service name>.RelationalCatalogServer/edit

eUrl = '.'.join(serviceUrl.rsplit(r"/", 1)) .replace("rest","admin")
request only needs the token and the response formatting parameter
serviceParams = urllib.urlencode ({'token': token, 'f': 'json'})
serviceRequest = urllib2.Request (serviceUrl, serviceParams)

# Read response

serviceResponse = urllib2.urlopen (serviceRequest)
if (serviceResponse.getcode () != 200):

print "Could not read service information."
return

2lses

serviceData = serviceResponse.read/()

# Check that data returned is not an error object

if not assertJsonSuccess (serviceData) :
print "Error when reading service information. " + str(serviceData)
else:
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print "Service information read successfully. Now changing properties..."

# Deserialize response into Python object

dataObj = json.loads (serviceData)

# Edit desired properties of the service

connectionProperties =

dataObj ["jsonProperties"] ["connectionProperties"] ["userDefinedProperties"]

for item in connectionProperties:
# verify the property name as it may be specific to the database type

if item["name"] == "username":

item["value"] = dbUsername

# verify the property name as it may be specific to the database type
if item["name"] == "password":

item["value"] = dbPassword

# Serialize back into JSON
updatedSvcdson = Jjson.dumps (dataObj)
# Call the edit operation on the service. Pass in modified JSON.

editSvcUrl = serviceUrl + "/edit"
params = urllib.urlencode ({'token': token, 'f': 'json', 'service':
updatedSvcJdsont})

req = urllib2.Request (editSvcUrl, params)

# Read service edit response
editResponse = urllib2.urlopen (req)

if (editResponse.getcode() != 200):
print "Error while executing edit."
return
2lses

editData = editResponse.read ()

# Check that data returned is not an error object

if not assertJsonSuccess (editData) :

print "Error returned while editing service" + str (editData)

else:

print "Service edited successfully."
return

# A function to generate a token given username, password and the portalURL.
def getToken (portalUrl, username, password) :
# Token URL is typically https://portal.domain.com/sharing/generateToken
tokenUrl = portalUrl + '/sharing/rest/generateToken'

52

try:

values = {'username' : username,
'password' : password,

'client' : 'referer',

'ip' . ||,

'referer': portalUrl,
'expiration' 60,

'f' : '"json'}

data = urllib.urlencode (values)

req = urllib2.Request (tokenUrl,

# Connect to portal to request a

data)

token.

response = urllib2.urlopen (req)

# Read response
if (response.getcode() != 200):
print "Error generating token."

data = response.

return
else:
read ()
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# Check that data returned is not an error object
if not assertJsonSuccess (data) :
return

# Deserialize response into Python object
Jjsonoutput = json.loads (data)

token = jsonoutput["token"]

del tokenUrl

del values

del response

del req

del data

return token

except:

print "Failed to generate ArcGIS token."
# A function that checks that the input JSON object
# 1s not an error object.

def assertJdsonSuccess (data) :
obj = json.loads (data)

if 'status' in obj and obj['status'] == "error":

print "Error: JSON object returns an error. " + str(obj)
return False

else:

return True

# Script start
if name == " main ":
(([: sys.exit (main (sys.argv ([l
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